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Cryptography concepts. The use of cryptography
m modern dizital technologies 15 becoming an mtegral
part of many areas of our society. This process is
becoming more and more large-scale. More and more
often m our everyday life there are such concepts as
login and password, authentication and 1dentification,
electromic digital signature, public and prnvate kev
encryption, and many others.

The concept of “secunty” covers a wide range of
mterests, both of indrriduals and of entive states. In all
histonical times, significant attention was paid to the
problem of mformation secwrity, to ensure the
protection  of confidential informaton from
acquaintance with competing groups. It's not without
rezson that the zreat psychologist Wilham Shakespeare
m the Emng Lear said: “Let the hearts open, and not that
letters, m order to recogmze the enemvy’s thought™
There were three main wavs to protect nformation. The
first method mvolved purely forceful methods:
protechon of a document (mformaton camer) by
mdrviduals, its trapsfer by a special couner, ete [1.2].

The second method was called "steganography"
and consisted in ndmg the very fact of the availabality
of classified mformation. In this case, m particular, the
so-called "sympathetic mks™ were wused With
appropriate manifestation, the text became visible. One
of the orniginal examples of information dmg 15 given
m the weorks of the ancient Greek histonan Herodotus.
(On the head of a slave who was shaving her head the
desired message was recorded. And when bz hair grew
enough, the slave was sent to the addressee, who again
shaved k= bead and read the received message. The
1dez of exotic protection of secret texts (ncluding the
use of sympathetic mnks) has swvived to the present
dav.

The third way to protect mmformation was to
convert the semantic text into a chaotic set of characters
{letters of the alphabet). The reporting recipient was
able to convert 1t to the oniginal meaningful message, 1f
possessed the "key" to its construction. This method of
protecing  information 15 called cryptographic.
Apcording to some experts, cryptography by age 15 the
same age as the Egyptian pyramads [5].

Caszi-258 Algorithm Specification. The CAST-256
encrvption algonthm was developed by specialists
from the Canadian company Entrust Techneologies. The
basiz of the alzorthm 15 the conversion of the widsly
used and well-proven CAST-128 algonthm, also
developed by Entrust Technologies.

The CAST-2536 alponthm encrvpts information
with 128-bit blocks and uses several fixed sizes of the
encrypition key: 128, 160, 192, 224 or 256 bats.

A 128-bit data block 15 divided into 4 sub-blocks
of 32 bits, each of which 1 each round of the algorithm
undergoes a certain transformation and 15 supenmposed
on one of the neighborng sub-blocks. The developers
of the algonthm classified it as a permmtation-
permutation metwork [10]. However, a number of
experts at the AES competifion considered the CAST-
256 algorithm as the Feistel network, m each round of
which only one sub-block 1= processed, and the number
of “real” rounds 15 4 tmes more than stated in the
specification of the algonthm [6].

Dunng the operation of the alzonthm, 12 rounds
of transformations are performed, in the first 6 of which
the f transform (called the direct fimction of the round)
15 performed, and m the last 6 rounds the imverse round
function #f 15 performed. The ¢ funchion 15 described as
followrs:

C =CEBFf1(D, Kry, Kmy);



POLISH FJOURMNAL OF SCIEMCE Ne 21, 2015

5

B =BEf2(C,ErypKmy),
A = ADFI(B, Kry, Kmyy); (1)
D = DDf1(A Kry Emagy);
i - 15 the number of the cwrrent round.
The # conversion comsizts of the following
operations:
D = DEF1{A, Kry, Kmy,);
A= ABF3(R, Kryy Emy); (2)
B = BEf2(C.Kry, Kmy);
C=CEFL(D, Kry, Kmy)s
Funchions perform several elementary operztions
on a 32-bat subumnit; they are shown, respectively, mn
figure 3. Each function takes three parameters:

|

# value of the processed subumit (indicated in the
figures as “data™);

# 32-bit subkevy of the Emy, round (called a
masking subkey, since the first operation of each
function 15 to overlay this kev on the processed sub-
block);

* 5.at subkev of the Ly round (called a shaft
subkey, since this key 15 used im the evche shift
operation of the result of the previous operation by a
vanable mumber of bits) [14].

| ) B

Figure 1. Trangformations

——— %
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Figure 2. Algorithm clarification
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l-round charactenistic. Descnbe the charactenstic

1rounda?(p=2-17)
(0,0, 8. a) (e, 0,0,0).

Ceonsider the funchon F2 and assume that Er 1s
abstract. If ulSu2=29 <=<24-Er.

The difference of this paw after bitwize additton
with Em 15 preserved, v1$w2=29 <<<24-Er After
furming on the KEr bt the difference becomes equal
28 ===24 S5p the mput difference on 51 egual 29, , and
all the others 5-boxes have zere input (5o and cutput)
difference, that 15 v, [23, ....0] = v,[23,..,0]. Solat's
put =50, [15, ....8]) — Sa(wa[23, .., 16]) =
5;(vz[15,...8]) — S2(v;[23...,16]), then we can
write:

w, = (5 (w31, ....24]) +
z) 85,0 [7, w010 i = 1,2

Search of all possible 256 mput panrs 1n 51 showed
that two of them with a difference of 29,: (17x, 3Ex)
and (3Ex, 17x) provide an mput difference.
Considering this case, that 15 when
(5, (m[31, ...,24]) + 2) &5, (v [21, ..., 24]) + 2), we

recerve § with probability 2, because Hamming's
weizht § 15 5:
(5, (v, [31,...24]) + =) B, (v, [31,...24]) + =)= F

Bitwrise addition with output 5, does not change
difference.

So that, assuming that the value of Kr 1= known,
the mput difference 29,===24-Er leads to the output
difference f§ with probability 2-2. Becanse Kr is not
known, we can guess it by noticing that @ eguals
28 ===24 with probability 2 and output difference F*
function equals § with probability 2-17.

Let's pay attention to a round of type A2 with imput
difference (0,0, 5, a). Output difference F2 function,
equal §, bitwise 15 added to the third word by mput
difference round A2, and 1t furns out zero.

2-round and 15-round charactenstic.

This charactenishic (8., 00,)
IroundA{p=1})

(0.0,5,a) and the charactenstc which
presented m the rable | obviously follows the structure
of the rounds of the CAST -256 cipher.

Takle 1.

15-round charactenistic with probabality 1

3-round A

12-round B

ooo
all
Oad
00 e

[=T= = =1

000 0lalla
00000000200
al0alallla
00a000a

At the begmning, the plaintext is converted by 24-round= of tvpe A and then 24-rounds of tvpe B, the exact

sequence of rounds 1s as follows:

FLYCF SR LI LA T LAF DR D A O L
g',g* p* ', B 8%, B%, B, B, B*,B% B, ..
Consider the example of manual caleulation of the first round of encryphion and decryption of text.
g, =1011101,2, = 10111000, 5, = 101111015, = 10101101
k= 1101111011, k, = 11011011, kyy = 5 small bit, k = 101101101, k, = 11011

k=K.11011% 510101101 = 1111010100 - —C8 + 89FETBEG
= 89FET9AE $0D23E0F9 = B4DD9957 — 68458425

= 10981532 + 56080391 = 7360080
E=10111101$11011 = 10100110 = A6 + 5, + 5608391

= B6cBc437 — 5,d2320f9 = 049a4e33e 4+ =;68458425

= bleabT63IT 5456080391 = e7T22a4f2

C=10111000 —110111 = 10000001 = 1 + 5/ 56C8C391
= 56C8C412 + 5,0D23E0F = 63ECAS0D & 5,68458425C
= GETD4ETS7 — 5,5608C0391 = 690EC2306

D = 10000001F §;10101101 = 100101100

D" = 100101100 — 110101101 = 10000001
C' = 690EC23C6 + 56080391 = 6ETB4E757 © 68458425
= 63E6CAS0E —56CBC412 — 560BC391 = 81 = g,
= 10000001 + 110111 = 10111000

B' = ET22A4F2 & 56080391 — FLEAGTS3 — 68458425 = 4944F33F + d23e0f9

= 5680437 — 56cBr391 = A6
A' = 7360D8C3 — 360BC391 = 10981532 + 68458425 = 84dd9957 2 230059

= 89ffe79%ae — B9fe78e6 = c8B

The article desenbes a differential attack on the
CAST -256 cipher, which 15 more effective than
previously known attacks on this cipher. This attack 15
based on a truncated differental charactenzation
covering 18 rounds of cipher.
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